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ABSTRACT

We live in the modern era today and that like etleng else has its good and bad
side. Wherever we look, we are surrounded by motkerhnology. There are cameras on
every step - on the street, in schools, banksdimgjlentrances... Although cameras exist in
order to have positive aim such as stopping vasthlburglaries and other bad things, they
are often misused - to spy someone. Wherever weenithey” are watching us. They are
monitoring every step we take. It is worse tha®mvell’s book “1984”! Spying in the past
was very difficult. Eavesdropping needed good aed/ \complicated equipment and a well
trained team. But today it is much easier. Not oodmeras are used for spying, but
microphones, smart phones and computers. Whatexeloywe leave a trace behind us. For
example, a lot of our personal information coulddaghered only by taking a look at our
browser history. Furthermore, we are not aware weatnake our personal information easy
accessible to everyone making them public on oofilps on social networks. In that way our
personal information is now becoming public andilalée to everyone. Therefore privacy
does not exist anymore. So whatever you do, be wargful! Your privacy is under
surveillance! The aim of this essay is to raiseppes awareness about their privacy and to
prevent further breach of it.

Key words: privacy, personal information, modern technologgnitoring, spying, cameras
REZIME

Mi zivimo u modernom dobu Sto kao i sve ostale saaje dobre i loSe strane. Gde
god da pogledamo, okruzeni smo modernom tehnologijgamere postoje na svakom
koraku — na ulici, u Skolama, u bankama, na ulazigrada... Premda kamere postoje da bi
imale pozitivhe cilieve poput zaustavljanja vandala, plj@&ki i drugih loSih stvari, one se
Sesto zloupotrebljavaju — za Spijuniranje. Gde @ad krenemo, ,,0ni” nas posmatraju.
Nadgledaju svaki na$ korak. Gore je nego u Orvgldwgizi ,,1984.”! Spijuniranje u
proSlosti je bilo veoma tesko. Za prisluskivanjdi@ potrebna veoma slozena oprenidav
tim dobro treniranih ljudi. Ali je danas to mnogakfe. Ne koriste se samo kamere za
pijuniranje, vé i mikrofoni, pametni telefoni i kompjuteri. Sta @ala uradimo, ostavljamo
trag za sobom. Na primer, naSk informacije mogte je prikupiti samo bacivsi pogled na
istoriju nadeg pretraZiva. StaviSe, mi nismo svesni da nase informacije lsoj javne na
naSim profilima na druStvenim mrezamanimo lako dostupnim svima. NaSecére
informacije sada postaju javne i dostupne svimagdioga prvatnost vise ne postoji. Zato, Sta
god da radite, budite veoma paZljivil VaSa privatnee nadgleda! Cilj ovog eseja je da
podigne ljudsku svest o njihovoj privatnosti igfaei njeno dalje naruSavanje.

Kljucne reci: privatnost, lEne informacije, moderna tehnologija, nadgledanpgjusiranje,
kamere



INTODUCTION

“On coins, on stamps, on the covers of books, amnbrs, on
posters, and on the wrappings of a cigarette Paeketverywhere.
Always the eyes watching you and the voice envelppgiou. Asleep or
y awake, working or eating, indoors or out of doansthe bath or in bed
L5 — no escapeNothing was your own except the few cubic centimete
1 inside your skull.”- says George Orwell in his famous book “1984”. In
i this book, he describes a world where privacy duexist. Big Brother
M is monitoring everyone and everything by using thelescreen”.

#® Whatever they do, wherever they go, Big Brothavasching them.

It seems that George Orwell gave us the right pectf what our world will become
soon. Although everything was invented with a pesifim, people often misuse it. Would
any scientist discover anything knowing that it htigpe misused? | think he/she wouldn't,
because they do it in order to make people’s ldsiar, not worse. As technology advances,
the danger of abusing of it rises. Computer teagplprogresses, as well as the technology
for so-called electronic monitoring and controliindual behavior. People will soon feel the
consequences of abusing it unless they try toistop

REPORT

Report on the survey carried out among the studers Grammar school “Stevan
Jakovljevic” on the topic “Big Brother is watchingou”

Date: 2" February 2015
Aim

This is a brief report on the main goal of a sureayried out among the students in
Grammar school “Stevan Jakovljevic” on the topRig Brother is watching you”. All the
guestions are placed in six main groups.

The first group of questions (questions number dn@ 3) refers to privacy in general.
It is aimed at finding out whether the interviewdiesl the privacy a valuable thing or not,
how they feel about the statement which claims ttatprivacy is dead and if it is dead at all,
in their opinion, and if it is becoming more pubby using the Internet, especially social
networks.

The second one (questions number 4, 5, 6 and Mp#&ly about the Internet. It is
aimed at finding out how often teenagers use thernet and clean their browser history and
cookies (*if they know what it is) because it iseanf the ways how privacy can be breached.

The main goal of the third part (questions numhe,80, 11 and 12) was to confirm
that the big majority of teenagers have a profidedant on some of the numerous social
networks and if they do, to investigate how acthivey are — which means how often they log
in on their profiles, how often they update theiofge and cover photo, what they mostly
write about as their status on Facebook, becaugdyntaose people who are very active on



social networks are a potential target of hackatiser than those who are not so active. It is
very important, too, how often they update the@tiss and tag location, because in that way
they can let everyone know where they are and Wit are doing. Furthermore, there are
some well known cases where burglars broke in theséa whose owners tagged themselves
on holiday.

The next group of the questions (questions nurmit¥rl14 and 15) is about the
negative side of being too outspoken online or dpeainvictim of abuse on the Internet. By
asking the interviewees these questions | wantg@dee my theory that there are too many
people who are out spoken on the Internet and som@ethey regret because of that.

The following group of questions (questions numb@rand 17) refers to the use of
ask.fm and how the interviewees feel about the bad dide such as numerous teen suicides
because of being asked and answering very pritiatgs.

Finally, the last question is asked in order to if¢lee interviewees are familiar with
any way how to stop their privacy to become conghyebreached and to make them think of
protecting themselves.

Methods

| have conducted a survey in Grammar school "Stewdakovljevic'. The

guestionnaire is presented in Appendix A. The ineevees are conducted by a survey
specially designed to fit aims of the research.hE@we of the interviewees filled in the form
of the questionnaire and his/her answers are dbrefalyzed. In order to examine equally
both genders, the results are separated in twggrfuale and female). In order to make the
results more precise, there are three types ajubstions: Yes/No questions, so called “open
guestions” where the interviewees can give thg@mimn and questions where they can
choose one of the offered answers.

| surveyed 90 people. The age range was:

15 year-olds — 25 people (Female: 17 Male: 8)
16 year-olds — 13 people (Female: 9 Male: 4)
17 year-olds — 26 people (Female: 18 Male: 8)
18 year-olds — 21 people (Female: 14 Male: 7)
19 year-olds — 5 people (Female: 2 Male: 3)
Results

Results for females



1) Do you agree that the privacy is a very valuabileg ?
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2) How do Y;Ju feel about this statement : "Privescgéad — get over it"?
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3) Is the privacy becoming more public and veftgrobreached while using the Internet

social networks ) these days ?
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4) How often do you use the Internet :
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6) Do you know whatookiesare :
8 9 6 3 11 7 5 9
o ew. BHes S




8) Do you have a profile on any social network?
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9) How often do you log in on your profile:
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10) How often do you update your profile:
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11) How often do you update your status and tadatetion :
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12) What do you mostly write about as your statusacebook:
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M a) quotes or song lyrics that
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13) Have you ever got into trouble because of shimgtyou said or
posted online?
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14) Have you ever been a victim of abuse on therthet (for example: your
profile was hacked, someone tried to steal yountitle you were tagged in a
photo without your permission...) ?
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15% Have you ever regreted posting something?
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Results for males
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14) Have you ever been a victim of abuse on theret (for example: your
profile was hacked, someone tried to steal yountitle you were tagged in a
photo without your permission...) ?
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15) Have you ever regreted posting something?
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When analyzing the survey | found out that thereewaore females than males - 60
females and 30 males.

By analyzing the first question, | found out thaat almost all the females (55/60)
agreed that the privacy is a valuable thing, whilef them disagreed. All the males (30/30)
agreed that it is a very valuable thing.

When answering the"2question more than half females disagreed (441606jje the
rest of them (14/60) agreed. The similar case wills the males: 21/30 disagreed and the
others (9/30) agreed.

The answers to the®3question were as following: big majority of femslgs3/60)
agreed that the privacy is becoming more public eeny often breached while using the
Internet (social networks) these days and alsdipanajority of males (26/30) also agreed
with that.

The answers to the™4question confirmed that teenagers use the Interret these
days. The big majority of females (57/60) say tinaty use ifew times per day, while 3 of
them use ibnce in a week. More or less, the results were similar for meR6/30 said that
they use itfew times per day, and only 3 of them use d@ince in a week. None of them both
males and females useoitice in a month or not at all.

The most given answers to th& uestion that | got were the following: both fessal
and males mostly saidever, then sometimes and every day, while there are some of the
interviewees who do that not so frequently, sucbnas in a month. There are more men than
women who clean their browser histayery day, while there are more females than males
who do itsometimes.
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There are more people who know than those who d&mmw what the cookies are:
32/60 females and 18/30 males. But, there areaalsbof them who are not familiar with that
term: 28/60 females and 10/30 males.

While one half of the females clean or even bldok ¢ookies, and the other half do
not, there are more than half males who do that thase who don't.

Results of the survey confirmed that there is arbaority of teenagers who have a
profile on at least one social network: 53/60 feesand 28/30 males.

When asked how often they log in on their profitegst of the interviewees chose the
first offered answer which iew times per day. That option was chosen by 51/60 females and
by 25/30 males. The rest of the interviewees airdlee 39 or the ¥ offered answer, or
claimed that they do not log in at all because ttheyot have a profile or they do not even
log out at all.

Unlike the previous questions, the answers to Bfeduestion were not the'or the
2" offered option. Just a little bit more than a Hafhales (31/60) said that they update their
profile and cover photonce in a month, 13/60 of them saiévery day, 11/60 saidevery week,
while the rest of them saidever or once in a year. The answers given by the males were
more or less similar. Most of them (20/30) saide in a month, 3/30 of them do thadvery
week, none does thavery day, and the others sarver, once in a year, or evenonce in two
years.

More than half females did not choose one of theettgiven answers to the 11
guestion. In fact, 37/60 females claimed that theyer do that. 9/60 of them said that they
do thatoccasionally, 5/60 choseevery week as an answer, while the minority of them said
they do thatvery day, sometimes or few times per month. Also most of the males (12/30) said
that theynever do that, and the rest of them gave similar ansagtbe females.

It is interesting that both the females and theemalhen answering the 1 2juestion
mostly gave their own answers. Although almosttlad interviewees have a profile, 29/60
females and 11/30 males said they never write statuFacebook. Unlike the females, who
rarely write something random on Facebook 1/600 &/2les do that. The same case is with
the song lyrics that express someone’s emotion¥602women circled that answer, while
only 7/30 males chose that answer.

Answers given by the interviewees to the"lquestion were as following: 49/60
females and 27/30 males have got into trouble Isecad something they said or posted
online.

Less than half of the females 23/60 and 7/30 nfsdes been victims of abuse on the
Internet.

Answers were more or less similar to the followipgestion. 42/60 of the females
have not regretted posting something, as well &0lfales.
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On the one hand most of the females when answéhnd 8" question claimed that
they have a bad opinion abcagk.fm, such as they hate it and that they think it &upid
thing and a waste of time, on the other hand taezesome of them who use it (but that is a
small number) in order to see what people thinkualioeem and there are some of them who
used to use it but stopped because they had founaling and useless. The answers given by
the males were more or less in the same line with danswers given by the females.
Generally, both females and females mostly havera lvad opinion about it.

Surprisingly, females’ opinions about the™duestions are divided. While some of
them are shocked by the fact that a large numbtreof suicides is connected with #ek.fm
and think it is very scary, terrible and not waittnd feel pity for those teenagers, the rest of
them just do not care about it or think that inagmal because it was made with that purpose.
The males’ opinions are just as the females’.

Solutions given by the interviewees are as follgwithey suggest that people should
deactivate their profiles, change some privacyirggt confirm/accept only people who they
really know, use strong passwords, not leave feisonal information, not tag the location,
or simply people should be very careful what they doing on the Internet. There are some
of them who are pessimistic and think there isalot®on for it.

What is privacy?

Privacy is the ability of an individual or a group to seid¢ themselves, or information
about themselves, and thereby express themsellsssigely. When something is private to a
person, it usually means that something is inh&respiecial or sensitive to them. Almost all
countries have laws which in some way limit privadjhe domain of privacy partially
includes security, which can include the protectmninformation. The boundaries and
content of what is considered private differ amangtures and individuals, but share
common themes. Therefore, there are the followypgs of privacy:

1) Personal privacy -Most people have a strong sense of privacy inicglgb the
exposure of their body to others. This is an aspégiersonal modesty. A person will go to
extreme lengths to protect it. For example by wepdlothes, erecting the walls, fences, use
of cathedral glass...

2) Informational — includes various types of privacy such as finalngirivacy,
internet privacy, medical privacy and politicaly@acy

3) Organizational - When some Government agencies, corporationsjpgrsocieties
and other organizations may desire to keep theiviges or secrets from being revealed to
other organizations or individuals. In that ordbeyt adopt various security practices and
controls in order to keep private information cdefitial.

4) Spiritual and intellectual - Development of privacy rights began under British
common law, which protected "only the physical iféeence of life and property." Privacy
rights gradually expanded to include a "recognittdrman's spiritual nature, of his feelings
and his intellect." Eventually, the scope of thoghts broadened even further to include a
basic "right to be let alone"
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Privacy on the internet

Technology advances, but together with it charthesway in which the privacy is
protected. As number of people who use the Intanoeeases every day, the ability to gather
and share private information increases, too, hatidan lead to new ways in which privacy
can be breached. That is one more way our privaexposed to risk, that George Orwell did
not predict in his book. But how the Internet céfec our privacy?

Information systems become more common. Some irgtbom like comments written
on blogs, pictures and Internet sites, such as emtéeand Twitter is permanent. Once
written, it stays there forever, and anyone cars&d@. Some information can be in danger of
malicious attack or they could potentially be stdbthers for profit. For example, there are
companies hired to watch what internet sites pewgdi, and then use the information in
order to send advertising based on one’s browsiistprly. Employers may research a
potential employee by searching online for the itketaf their online behavior. Therefore,
when posting things on the Internet, people shalvays think twice and be very careful.

Internet privacy involves the right or mandate pgfrsonal privacy concerning the
storing, repurposing, provision to third partieedalisplaying of information pertaining to
oneself via the Internet.

Privacy can entail either Personally Identifying
Information (PII) or non-Pll information. While Ptefers
to any information that can be used to identify an
individual, non-PII information refers to a sitesior's
behavior on a website. For example, age and pHysica
address alone could identify who an individual ithaut
explicitly disclosing their name.

Steve Rambam, a private investigator specializménternet privacy cases, believes
that privacy no longer exists; saying, "Privacgésad — get over it".

There are many ways in which people caweal their personal information, for
instance by using social media and by sending lzartk credit card information to various
websites.There are different types of privacy risks - whiolay be encountered through the
Internet use such as the gathering of statisticsismrs to more malicious acts such as the
spreading of spyware and the exploitation of vagitmrms of bugs (software faults).

There are some social networking sites which ayendrto protect the personal
information of their subscribers. For example, Faak is one of them. Some of the offered
privacy settings are the following: they can bl@me people from seeing their profile and
they can limit who has the access to their photus \adeos. There also are some privacy
settings on Twitter.
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How to protect your privacy online?

Children and adolescents often use the Internpgagaly social media, in ways which
risk their privacy. They may not realize that thieiowsing can be tracked while visiting a
particular site. Search engines have the abilityréck a user’'s searches and they have
claimed that they have to retain some personaitnmdtion in order to provide better services.

Using the information stored by AOL Search a fubbfle of a member can be made
even though the true identity of the user is naivian. In that way they are able to learn a
great deal about them. Google search tends to al@wuser to feel that search engine
recognizes their interests. And how do they ddhat

They achieve that by using the cookies. There #ferent types of cookies, such as
HTTP cookie, Flash cookie, Zombie cookie and Evekam Cookies are invented in order to
have a positive aim. One of the benefits is thatwWebsites that one frequently visits that
requires a password, cookies make it so that tieegad have to sign every time. They can
also track one’s preferences to show them webtisganight interest them.

Cookies are mostly harmless except for third-padagkies which are not made by the
website itself, but by web banner advertising coniggm They are dangerous because they
take the same information that regular cookiessimh as browsing habits and frequently
visited websites, but then they give out this infation to other companies. Cookies are often
associated with pop-ups. Some people choose tbleisaokies in their web browsers. It can
reduce some privacy risks, but may severely limmitpeevent the functionality of many
websites. As an alternative, you may frequenthgtdehny stored cookies.

Not only can the Internet endanger the privacy,aisd mobile phones. It was found
out that pictures taken by some phones and tainigtsding iPhones automatically attach the
latitude and longitude of the picture taken thromgdtadata unless this function is manually
disabled.

So, how can we protect our privacy? Hereiéps:

1. Use different passwords for every account.

If you use the same password on every account gwa,ht is easy for you to remember it.

But what if someone discovers it and starts tryingn other sites and services? In order to
prevent that, make sure you use different passwandifferent sites.

2. Make sure your passwords are strong.

It is not enough to use different passwords, but gbould make them strong and hard-to-
guess. You can do that by using a mix of upped lawercase letters and numbers. You
should also change them at least once every sixhaon

3. Set up two-factor authentication.

When you sign into your account, it requires yowetoer another code, which you can only
get via text or a voice call. It provides an exager of security. This way no one can get into
your account unless they have that piece, too.

4. Don't reveal too much on social networks.

Many people are giving their personal informatiant on the internet. Most users are not
aware that they can modify the privacy settings amdess they modify them, their
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information is open to the public. You should beyveareful about what information you
share in your public profile and lock down yourtisefs.

5. Protect your computer and browser.
Make sure if you are using a Windows PC you aragian up-to-date anti-virus or spyware
program.

6. Secure your wireless connection.

Make sure you have protected your home wireleswar&twith a password and you have
changed the default SSID (your network’'s name). Wdmnecting to public Wi-Fi networks
be safe about what information you are sending dveét is recommended to use HotSpot
Shield, a program that determines the safety oh#teork.

7. Shop only at safe sites.
8. Think before clicking links.

Be vigilant about what links you click in an emadspecially when they come from
companies. Also, do not click on odd direct messameFacebook messages with links. If
youre friends are sending exciting photos theynategoing to do it via a link.

9. Protect your phone with a password.

Your phone is now a computer and can have as muetiem more personal information than
your laptop or desktop. Android users should atstser security software or apps.

10. Pay attention.

It might be obvious, but just remember that if yane using any Internet service or Web
browser you have to be smart. Think twice beforgling you post online. Prtevention is the
best medicine!

CONCLUSION

Having finished this essay, | must say that | wassurprised by the outcome of the
survey. The answers | got were in line with my diwoughts on the subject, but nevertheless
it was very interesting to carry out the surveyaase it backed up what | had expected,
except some facts.

| must say that | have expected that a big majarftyhe interviewees will say that
they tag the location every week, but the resdlthe survey showed that half of them never
do that. What | found interesting is the fact thlbugh there is a big number of the
interviewees who have a profile on social netwask$y half of them write statuses; They
rather read them. There is a contradictory facoth lemales and males in general have bad
opinion about theask.fm, yet there are some of them who use it, althougks B small
number. Related to thesk.fm, what | found shocking is that while on the onadhéhere are
some people who are shocked by the fact that & langnber of teen suicides is connected
with theask.fm and think it is very scary, terrible and not wootht, the rest of them just do
not care about it. It just does not affect them.
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BiG BROTHER IS WATCHING Y D\

AND LISTENING TO YOUR PHONE CONVERSATIONS.

READIMG YOUR E-MAILS AND CHATS, ACCESSING
YOUR VIDEDS. PHOTOS. FILE TRANSFERS. VIDED
CONFERENCES, LOG-IN PASEWORDS AND MONITORING
YOUR CREDIT CARD TRANSACTIONS.

Wake up! Big Brother from Orwell's book is here ahd is right behid you! Yes, he i
watching your every stefoes the make you feel unsecuré®e you frightened? Well, yo
should be. You had better start caring about yoiwapy or it will have vanished. Be wis
Think carefully about youevery step on the Internet! Start protecting yauvgey! Be very
careful whategr you do! Your privacy is under surveillan Big Brother is watchin you!

PEAGE
SLAVERY
o TRENGTH

“If you want to keep a secret, you must also hide itdm yourselt.”-George Orwe

18



Appendix A

Questionnaire:

AGE SEX

1) Do you agree that the privacy is a very valudiileg ? Yes / No

2) How do you feel about this statement : "Privicgiead — get over it"?

3) Is the privacy becoming more public and veftgrobreached while using the Internet
(social networks ) these days ? Yes, itis, / Nsn't.

4) How often do you use the Internet :

a) Few times per day
b) Once in a week

c) Once in a month
d) Not at all

5) How often do you clean your browser history ?

6) Do you know whatookiesare : Yes / No

7) Do you clean or even block theokies?

8) Do you have a profile on any social network?/Xes
9) How often do you log in on your profile :

a) Few times per day
b) Once in a week
c) Once in a month

10) How often do you update your profile and cqvfeoto :

a) Every day
b) Every week
c) Once in a month

11) How often do you update your status and tadottetion :

a) Every day
b) Every week
c) Ocassionally

12) What do you mostly write about as your statusagebook ?
a) quotes or song lyrics that express my emotions

b) something random that will make people smile
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c) things | like/don't like; what I'm doing; placefere I've been/am/might go
13) Have you ever got into trouble because of sbimgtyou said or posted online?

14) Have you ever been a victim of abuse on therhet (for example: your profile was
hacked, someone tried to steal your identity, yeventagged in a photo without your
permission...) ? Yes / No

15) Have you ever regreted posting something?
16) How do you feel abowgisk.fmcraze?

17) How do you feel about the fact that a large Ineinof teen suicides is connected with the
ask.fm ?

18) What would you do to stop your privacy to beeccompletely breached?
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http://abcnews.go.com/Technoloqgy/safer-internetHolassword-online-shopping-internet-
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